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ATAAC CBegeHua o KomhaH&ym

HAYYHO-TEXHUYECKWUW LLEHTP '

AO «HayuyHO-TeXHMUECKMM LEeHTp «ATnac» - 3TO Hay4HO-
NPOM3BOACTBEHHbIA KOMMNIEKC, CnocoOHbLIM BBLINONHATL
NONMHLIA UMKN paboTr nNo Cco3/aHMIO CUCTEM KOMIMNJEeKCHOM
Ge3onacHocT™M O00BLEKTOB CO cpauer MX 3aKa3uMKy «nop

Kno4», BKITIOuan pa3paborky NPOEeKTHO-CMETHOM
AOKYMEHTauuM, KOMIMJIeKCHYI0 noctaBKky obGopyaosaHus C
y4yeTom MOHTaXHbIX (wedMOHTANKHBIX) M nycKo-

HanagouHbix pabor, nposegeHue oO0yueHuMa nepcoHana
3aKka3uMkKka, rapaHTMMHOE M cepBMCHOe obcnyXxuBaHue.

-]

Komanpa cneumanucTroB ATnaca uMMeeT YyCHeuwHbId OnbIT
CO3JaHMIO KOMMMEeKCHbIX cucrtTem Ge3onacHOCTM
onMMNMMUCKuX ob6bextoB B nepuon nposegeHua XXII
Onumnumnckux smmHux urp m Xl NMapanMMnuMMCcKux 3MMHMX
murp 2014 ropa B r. Coum, cnopruBHbiX o00bexros
3afenCcTBOBaHHbIX B npoBepeHum YemnuoHara MMpa no
c¢yr60ny FIFA 2018.
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3awuTHoe orpaxpeHue OXpaHHaﬂ CUrHanunsauma Cucrema OXpaHHOro
nepumeTpa TenesuaeHus

: lm‘

BuomeTtpuyeckas
naeHTMurKaumsa

Cucrema KOHTpOJIA AoCTyna



1 L
3aluTHoe orpam.&eH ne

HAYYHO-TEXHWYMECKWUW LLEHTP

YHuBepcanbHoOe 3arpa>kgeHMe npuMMeHsieTca Ha ob6bekrTax Bcex YpOoBHen
OTBETCTBEHHOCTU (NpOMbIWISNIEHHbIE MNpeanpusaTUs, CMNOPTUBHbIE O06BbeKThbl,
a’ponopThl, XKenes3Hana aopora, ropoacKas 3acCTpouKa M T.n.)

* BusyanbHO He orpaHuYMBaeT NPOCTPaAHCTBO NMpUsieralolen TeppuTopmm.

* ApanTupoBaHO K pa3nuyHomy naHpwadry.

" YCTOMUYMBO K NMOOGbIM KNMMaTUYECKMM YCIIOBUAM.

= Jlerkvm m TeXHOJNONrM4YHbIN MOHTAaX.

» OTcyTCcTBME Ce30HHbIX perfamMeHTHbIX pabor.

» Sflenserca nnarcpopMoM ANA YCTAaHOBKM TEXHMUYECKMX CpencTB OXpaHbl

pa3nIYHOro NpMHUMNa AemMcTBMA (NOATBEPXXAESHO UCNbITAHUAMM).
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306) ATAAC OxpaHHas cumanwsahm’ nepumeTpa

HAYYHO-TEXHHYECKWH LLEHTP

"o

* [lepumeTpoBble cpeacTBa OOHapyXeHMA npeaHa3Ha4YeHbl ANA CO3AaHMA NPOTAXEHHbIX pybexxen oxXpaHbl
O6BHEeKTOB NOo 3arpaXXaeHusM pas3fiMYHOro Tvna, B FpyHTe M Ha ero noBepxXHOCTU, CUrHarim3auMoOHHOro
GnokupoBaHMsa manopa3mMmepHbIX 06 bEeKTOB; MOHUTOPMHIa NOABE3[0B U NOAXOAO0B K 06 BEeKTy OXpaHbl.

» BbiCcOKasa BepoATHOCTb o6HapyxeHusa (0,98).

* BO3MOXHOCTb AMCTAHUMOHHOM HACTPOMKM, AMArHOCTUKM M obmeHa uHcdopmauumen c cucremom cbopa m
obpaborkm mHcpopmauum no nutepcgpency RS-485.

» Hanuume nynbTa KOHTPONSA C MHAUKATOPOM YPOBHS CUrHasna ynpouwaeTt npouecc HaCTPpOUKM U AMArHOCTUKM
HeuMcnpaBHOCTEM.
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%] ATAAC Cucrtema oxpaHHoro‘ TeéjeBVI.quMﬂ

HAYYHO-TEXHUYECKWH LLEHTP '

« COT npeacraBnsetr cobom MHTennexKryasnbHy0 CUCTEMY, NpeaHa3sHaYeHHYI0 ans
obecneueHusa 6e3onacHocTn Ha o6bekTe. OHa Nno3Bonser oneparuBHO CrneauTb
3a OAHMM WM HECKOJIbKMMM ob6bekTtammu, HaxogsAWMMMCHA Ha Ppa3HbIX
PacCTOSHUAX KaK Apyr ot gpyra, Tak M oT mecta HabnrogeHums.

* B coorBerctBUM Cc npukazom MBO or 17.11.2015 Ne1092 nos3sonser
OCYLUEeCTBINATb BugeomaeHTUhnKaumio:

v/ Npu NPOXOAe Ha TEPPUTOPUI0 CTaaMOHa Yepe3 TYPHUKET (MHTErpauusi C CUCTEMOM KOHTPOMS
noctyna)

v/ B MecTax pa3MeLLeHIs 3puTeneil Ha CTaanoHe

- Moppep>XuBaeT MakKCcUMMalribHbIA YpoBeHb 3(Pp(PEeKTUBHOCTU NpPU MHTErpauum c
nogacucTteMamMmm oxXpaHbl NepumMeTpa, OXpaHHOU CUrHanu3auum.

+ COT o6napaer aHanuTMYeCcKMMM PYHKUMAMM pacno3HaBaHMA 3abbITbiIX M
OCTaBNEeHHbIX npepamMmeroB. OHa nNO3BONAET YCUINIUTb KOHTPOJSiIb OXpPaHAEMOoro
o6beKTa m ero TeppuTopum, a Tak e NoBbICUTb O6LWMNM ypoBeHb 6e30nacHOCTM.




206) ATAAC Cucrtema .qocMOTpa

HAYYHO-TEXHWUYECKWUW LLEHTP '

OcHoBHas PYHKUMA KOMMJIEKCa TEeXHUUYEeCKUX CPEeaAcTB KOHTponsa - obGHapyXeHuMe npoHoca M nNpoBoO3a
3anpelweHHbIX CPeaACcTB Ha TePPUTOPUIO CTAAUOHA.

KOMMMEKC TEXHUYECKMX CpeacTB KOHTPOJ1A OOJMKEH BKNKOYaTh.

" NOCMOTPOBYIO PEHTreHOTENEeBU3UOHHYI0O TEeXHUKY (KOHBEeWepHble U
NEepeHOCHbIe PEeHTreHOTeJNIeBU3UOHHbIe YCTAaHOBKM, MHCNEKLMOHHO-
AOCMOTPOBbIE€ KOMMMEKCbl AfIf OCMOTpa TPaAHCMNOPTHbIX CPEeAacTs,
6eCKOHTaKTHbIe NIOACKME NpoxXoaHble noptanbl Ana obHapyxeHun

B3pPbIBUATBIX U HAPKOTUNYECKMNX BeLLeCTB;

" MeTannogeTeKkTopbl (CTauMoOHapHbIe U NopTaTUBHbIE);

" TexHUUYeCKMue cpepctBa AnsA AocCMoTpa U NMPpUMMEHEeHUs MHbIX copm
KOHTPONSA, B T.4. C YYETOM I3JIEKTPOHHOU cpopMbl AeKnapuMpoBaHusA,
(cpeacTtBa noucka, TexXHMUYEeCKMe cpeacTBa uaeHTUdUKauumm,
XUMHUYecKue cpeactBa wuaeHTudpukKauum, TeXHUUYecKue cpeacrtBa
AO3HaHMA);

" cpepcTBa o6HapyXeHUA 3anpeleHHbIX MeTannM4YecKux npeaveTos.




BHyTpeoﬁ'beKToslﬁ gj cKya

HAYYHO-TEXHHYECKWH LUEHTP

PasrpaHuueHMe M KOHTpOsib AOCTyNna B oOnNpeaenéHHyw 30HY MNpoCTpaHCTBa (nomMmeweHue), He

npeaHa3Ha4YeHHbIe ansa obwero nonbL30BaHUA.

= Co3paHue M onepaTuBHOe perynupoBaHue 6a3bl

BAaHHbIX COTPYAHMKOB, MX YpPOBHEM pocTtyna wm

Ol

pexuma paborbl.

* YyéTt pabouero spemeHu paboTHMKOB.

= ABTOMaTM3auua paborTbl cnyx6bl oxpaHbl.

» AucTtaHUuMOHHOEe ynpasrieHme McnomiHuTe sribHbiMmu

YCTPOMUCTBaAMM.




HAYYHO-TEXHWMECKWUW LLEHTP

CpeactBa 6MOMeTPUUECKON MACHTUD KA

* BO3MOXHOCTb MCNOJNIb30OBAHUA B CUCTEeMaX KOHTpPONA pocrtyna
BHeWHero u BHyTpeHHero nepumeTpoB 6e3o0nacHOCTU TeXHONOrmm
6uomeTpuueckon naeHTUpPUKaLMmM NMUHOCTHU NO NULY.

* BO3MOXHOCTb YCTAHOBKM KaK MNMOJNIHOCTbIO aBTOMaTU3MPOBAHHOIo
pexxuma npoueaypbl BepucdMKaumMm JIMMHOCTM - pelleHue o
ponyckKke npMHMMAaeTca CUCTEMOM Ha OCHOBE YCTAaHOBJIEHHbIX
BOBEepUTEeribHbIX NMOPOroB, TaK U PEKOMEeHAATesNIbHOro — pesynbTar
BepudpmKaumMm BbIBOOUTCA AN Ha  MOHMTOPHbIEe O6Gnokm
COTPYAHMKOB 6e3onacHoOCTM.

= MMoBbIWEHME HaAAEeXHOCTUM npoueayp pApoctyna 3a cuer
aBTOMAaTU3UPOBAHHOM BepudpUKaALUU FNUUYHOCTU NO reoMeTpum
nuua.

» CHMXeHMe 3aTpar Ha cogepXaHue cnyxbbl 6e3onacHocTn 3a
CYeT YMEeHbIUEHUA YMUCINEeHHOCTM nepcoHana, 3aHAToro B
npoueaypax pgoctyna Ha macwTtabHbix K.




HAYYHO-TEXHUYMECKWUHW LLEHTP

Bnok cuuTbiBarenen
yHuBepcanbHbiv (BCY)
pabGoraeT co cnegylowmMmm
maeHTUdhuKaTopamMmm:

RFID crangapta ISO/IEC 18000-6C

Class 1 Gen2 (866,6-867,4 MI'w).

RFID craHgapta I1ISO 14443 Type A

(13,56 Mrw).

baHkoBCckMe  GECKOHTaKTHble  KapTbl
nnatexHolx cucteM  Mup, Visa,

Mastercard.

MobunbHoe npunoxeHne NFC Ha OC

Android 1 iOS (B paspaboTke).
LLITpux-koa, QR-kog.

Buometpuyeckmin 1D no  reomeTpum

nua.

CucteMa KOHTpOIs !u,hoyna

YHuBepcaanocrb = KOHTpPpOIJIb AoCTyna Ha BHEelWWHeM M
BHYTPEHHMUX nepumMmeTpax 6e3onacHocCcTM B eaAuHOoOM
cucTteme.

OpHOBpeMeHHOe CUYMTbIBaHMEe HEeCKOJIbKUMX AOKYMEeHTOB
(FAN-ID + 6uner).

Mposepka 6unetros ¢ RFID metkomn (tpe6bosanusa FIFA).
lunpoxkun cnekTp ob6pabarbiBaemMbix ngeHTupMKaTopoB.

MUcnonb3oBaHMe O6ECKOHTaAKTHbIX O6aHKOBCKMX KapT B
KayecTBe maeHTMpKaTopos.

MUcnonb3osaHme mobunbHoro npunoxeHma NFC B
KayecTBe uaeHTUpMKaTopos.

MUHTerpupoBaHHbIe cpeacTBa aBTOMaTU4YEeCKOro
pacno3HaBaHMA NUL NpM Npoxoae Yepes3 TYpPHUKeT.

YnpasneHue TYypHUKETaMM pa3JiMuyHbIX BEHAOPOB.
OpraHmsauma MoO6MnbHbIX TOYEK AocTyna.
KoHTponb maccoBoro Bbixoaa.

VIH'rerpau,mi C BHEeWHMMM cucTtemamMmm - OunertHblie
CUCTEeMbIl, CUCTEeMbIl aKKpeguTaLln.

MHTerpupoBaHHble MeXaHU3Mbl 3alLMUTbl MHOpMaLUN.
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HAYYHO-TEXHUYECKWH LLEHTP
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4 ATAAC WHTerpauua c BHemHJlMMEj cucrtemMamu

HAYYHO-TEXHHYECKWHW LEHTP ‘

= [lporokonsl B3aMMOAJEMUCTBUMA C BHEWHMMM CUCTEMaMM, KoOTopble Ams FI FR
no3sonsaloT ob6meHuBarbca uHpOpMauuMen C cCUcTeMaMMU-IMUTEHTaAMM
BOKYMEHTOB. AATEKO

= MHcopmMmauma O NPONYCKHbIX AOKYMEHTax - akkpeautaumusax, FAN-ID wu IR
6unetrax - B pexume online nocrynaer Ha ueHTpanbHbin cepeep CKO m
o6pa6aTbiBaeTCA CUCTEMOMN. eventim Parter.ru

= PaspaboraHHble U ucnonb3yemMbie yHUBepcanbHble NPOTOKONbI
B3aMMOAEMUCTBMA MNO3BOJIAIOT MCMNOJIb30BaTb CUCTEMY COBMECTHO CO
MHOMMMM NOCTaBLLMKAMM OAHHbIX:

“ nou H H ” “ASSIR@RU A‘O&G

> AxkpegutaumoHHble cuctemsl: “Atos ACR Interface”, “FIFA Accreditation System”.
> Cuctema ngeHTudmkaLmm 6onenbLUKOB KOMNaHUN «AR-TeKoy. Tl(kft BYRON_Ij
» Cwuctema peructpaumm sputenen kKomnaHum «An-Teko. —— MATER

> MexnyHapoaHele U poccuidickne OuneTHble onepatopbl: MATCH Services AG, Eventim, - inf A~
Parter.ru, Kassir.ru, Hdomatuka (ACY «JleHTan), MHdoTex («TicketNet ®»), Naku Tuker. %



HAYYHO-TEXHHYECKWH LUEHTP

40 MponyckHbie AoKYMEHTBI
2] ATAAC pony AoKyme
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Anexcees %é
Metp ==
Hukonaesyy
Alekseev
Petr
Nikolaevich
BOHQHBIII,MKM Mob6unbHoe npuno>xXeHue AKKPEAMTOBaHHbIe Jimua

Cuctema peructpauum aputeneil NFC Ha OC Android 1 10S Cuctema akkpeguTauum



HAYYHO-TEXHHYECKWH LUEHTP

Ha3Ha4yeHne cucrtembl ‘K!)HTpon;l aocTtyna

Cuctema koHTpons goctyna (CK[) npegHasHaueHa pnsa npoBepkKku B
peanbHOM BpeMeHM NPONYCKHbIX AOKYMEHTOB c
Mcnonb30BaHUeM TexHonorum wrpux-kopa, RFID B npouecce
npoxoaa aboHeHTOB Ha oOXpaHAeMble 06 bEeKTbl U TeppuUTopum,
permcTtpaumm pakKToB U nNONLITOK TaKuUX nNpoxonos,
chopMmupoBaHusa oTYETOB O PErucCTpUpyemMbiX cobbITUAX.

CKA npeacraBnsaer cobon pacnpepeneHHyro WHHOPMALMOHHYIO

cucTemy, COCTOALLYIO s cepBepHoro 2] ceTeBOro
obopyaosaHma, pabounx ctaHUMMA ONEepaTopoB, TEXHUUYECKUX
cpencTs KOHTpoOnsA pocTtyna, pa3meliaemMbix Ha
CTaLMOHAaPHbIX n BPEeMEeHHbIX NYHKTaxX KOHTpOnNA,
co3/aBaeMbiX Ha BXOAaX OXpaHAeMbIX 06 beKToB.

Adoctyn Ha o06bekTbl OrPpaHNYEH B COOTBETCTEMM C NpaBunamMmm

Mcnonb30BaHUA [POMNYCKHbIX [OOKYMEHTOB: KapT aKKpegutTauuwu,
6unerosB, nacnopros 6onenswukosB (Fan-1D)




ﬁo ATAAC 3alwumTa MH(b?;gmagmw

HAYYHO-TEXHWYMECKWUW LLEHTP

Moacucrtema 3awmTtbl uvHcbOpMauuMm npepHa3sHavyeHa pna
3sawuTtbl MHcpopMaLUM OT HECAHKLMOHUPOBAHHOIO pacKpbITUSA,
MmoaucMKaLumMmM MM NOTepM BO3MOXXHOCTU €€ MCNOoJib30BaHMA.
Moacucrtema 3awmTbl NPUMEHMMAa K pUCKaM, BO3HUMKaIOWLMM B
pe3ynbTarte AEeUCTBUMMA YenoBeKa (3JIOYMbIWSIEHHbIX UJIM UHbIX
nvuy), U K pyucKkam, BO3HUKAIOWMM He B pe3ynbTate AeMCTBUM
yenoBeka.

B kauyecTtBe cpeacTtB 3awutbl MHGpOpMaUUMM MUCNONb3YIOTCA
BCTPOEHHbIE MEeXaHU3Mbl OnNepaulUMoHHbIX CUCTEeM, CpeAcCTBa
AHTUMBUMPYCHOM 3aluMThbl, MPOrpamMMHO-annaparHbie MeXceTeBbie
3KpaHbl.

Bce wucnonb3yembleé KOMMOHEHTbl MNOACUCTEMbI 3almTbl
COOTBETCTBYIOT TpeboBaHMAM MeXAyHapoAHbIX CTaH[ApPTOB
ISO/IEC 15408 no nHncpopmaumoHHOM 6e3onacHOCTM.



’
MpenmyiecTBa VICI'IOJ1b3OBaHVIFIj KOMMNEKCHON CUCTEMbI
ATAAC

O0e30nacHoOCTM ‘061: TOB

Uudopmauma co Bcex nogcmucrtem Komnrnekca 6esonacHoOCTM CBOAUTCA B €AUHLIA ONEepaTUBHLIA LEHTP, YTO
no3BonsaeT co3aartb 6ecnepebonHyl0, KPYrnoCcyTouHyro, BbICOKO 3¢h(peKTUBHYIO CUCTEMY 3aumTbl o6bekTa.

YHMBepcanbHaas apXxuTeKtypa cuctemMbl 6€30nacHOCTM NO3BONAET NPUMEHATb ee Ha 00beKTax C pa3fniMuHOM
KoHdUrypaumem m npm HeobxoaumoctTun nobasnatb NM60 cokpawarb COCTaBHbIE 3JIEMEHTbl CUCTEMBbI.

Pabora ¢ ogHMM noapaAAYMKOM NO CO30AaHUIO CUCTEeMbl 6e30MacHOCTM «nop KIo4Y» OT NMPOEKTHbIX pabor,
nocTtaBku o6opynoBaHMA A0 peanu3alMm M TeXHUUYECKOro obcnyxmBaHusa.

3a cueT KOMMIMEKCHOro nogxogaa K co3paHuMio cuctem Oe3onacHoctM o0O0bexrta ob6ecneumBaercsa
onTuMarbHOe COOTHOWEeHUue LueHbl U KavyecTBa.

Mpu komnnekcHom o6ecneueHuu 6e3onacHOCTM 06beKTa CyLLEeCTBEHHO COKpPalLaloTCA CPOKMU CO3[aHMA U
3anycka CUMCTeMbl.
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